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PKEY 

PKEY/LocalKeys 
This table is used to get local public keys. 

XML structure 
<PKEY> 

  <LocalKeys> 

    <Key>       

<AlgID></AlgID> 

      <KeyName></KeyName> 

      <Length></Length> 

      <CreatedTime></CreatedTime> 

      <Value></Value> 

    </Key> 

  </LocalKeys> 

</PKEY> 

 

Table description 

Item Description 

Feature name PKEY 

Table name LocalKeys 

Table type Multi-instance table 

Row name Key 

Restrictions None. 
 

Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

AlgID 
Identity of 
algorithm Index 

Unsigned integer. 

Value range: 1 to 2^32-1. 

See table 
PKEYCapabilities 
for supported 
algorithm. 

KeyName 
Name of local 
asymmetric key 

Index 
String. 

Length: 1 to 64 characters. 
N/A 
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Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

Case insensitive 

Length 
Length of local 
asymmetric key 

N/A Unsigned integer. N/A 

CreatedTime 
When is the key 
created 

N/A 
DateTime. 

Format:HH:MM:SS 
YYYY/MM/DDT 

N/A 

Value 
The value of 
public key 

N/A 
PKCS#1 formatted hex 
string. 

N/A 

 

PKEY/DefaultLocalKeys 
This table is used to get default local public keys. 

XML structure 
<PKEY> 

  <LocalKeys> 

    <Key>       

<AlgID></AlgID> 

      <Usage></Usage> 

      <Length></Length> 

      <CreatedTime></CreatedTime> 

      <Value></Value> 

    </Key> 

  </LocalKeys> 

</PKEY> 

Table description 

Item Description 

Feature name PKEY 

Table name DefaultLocalKeys 

Table type Multi-instance table 

Row name Key 

Restrictions None. 
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Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

AlgID 
Identity of 
algorithm Index 

Unsigned integer. 

Value range: 1 to 2^32-1. 

See table 
PKEYCapabilities 
for supported 
algorithm. 

Usage Key Usage Index 
Enumeration: 

• 1—HostKey. 
• 2—ServerKey 

ServerKey is only 
meaningful for 
RSA，while 
HostKey is 
meaningful for all 
supported 
algorithms. 

Length 
Length of local 
asymmetric key N/A Unsigned integer. N/A 

CreatedTime 
When is the key 
created N/A 

DateTime. 

Format:HH:MM:SS 
YYYY/MM/DDT 

N/A 

Value The value of key N/A 
PKCS#1 formatted hex 
string. N/A 

 

PKEY/PeerKeys 
This table is used to get peer public keys. 

XML structure 
<PKEY> 

  <PeerKeys> 

    <Key> 

      <PeerKeyName></PeerKeyName> 

      <AlgID></AlgID> 

      <Length></Length> 

      <Value></Value> 

    </Key> 

  </PeerKeys> 

</PKEY> 
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Table description 

Item Description 

Feature name PKEY 

Table name PeerKeys 

Table type Multi-instance table 

Row name Key 

Restrictions None. 
 

Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

PeerKeyName 
Name of peer 
pubilc key Index 

String. 

Length: 1 to 31 characters. 

Case sensitive 

N/A 

AlgID 
Identity of 
algorithm N/A 

Unsigned integer. 

Value range: 1 to 2^32-1. 

See table 
PKEYCapabilities 
for supported 
algorithm. 

Length 
Length of 
asymmetric key    N/A Unsigned integer. N/A 

Value The value of key N/A 
PKCS#1 formatted hex 
string. N/A 

 

PKEY/GetSSHPublicKeys 
This table is used to export local public key to SSH formatted data. 

XML structure 
<PKEY> 

  <GetSSHPublicKeys> 

    <Key> 

      <AlgID></AlgID> 

      <KeyName></KeyName> 

      <FormatID></FormatID> 

      <Value></Value> 

    </Key> 

  </GetSSHPublicKeys> 

</PKEY> 
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Table description 

Item Description 

Feature name PKEY 

Table name GetSSHPublicKeys 

Table type Multi -instance table 

Row name Key 

Restrictions None. 
 

Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

AlgID 
Identity of 
algorithm Index 

Unsigned integer. 

Value range: 1 to 2^32-1. 

See table 
PKEYCapabilities 
for supported 
algorithm. 

KeyName 
Name of local 
asymmetric key Index 

String. 

Length: 0 to 64 characters. 

Case insensitive. 

A key name with 0 
characters belongs 
to a default key. 

FormatID 
Identity of SSH 
format 

Index 
Unsigned integer. 

Value range: 1 to 2^32-1. 

See table 
SSHFormats for 
supported 
algorithm. 

Value 
Information of SSH 
format key N/A 

String. 

Length: 1 to 2048 
characters. 

N/A 

 

PKEY/SSHFormats 
This table described supported SSH format 

XML structure 
<PKEY> 

  <SSHFormats> 

    <SSHFormat> 

      <FormatID></FormatID> 

      <FormatName></FormatName> 

    </SSHFormat> 

  </SSHFormats> 

</PKEY> 
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Table description 

Item Description 

Feature name PKEY 

Table name SSHFormats 

Table type Multi -instance table 

Row name SSHFormat 

Restrictions None. 
 

Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

FormatID 
Identity of SSH 
format Index Unsigned integer. N/A 

FormatName 
Name of 
supported SSH 
format 

N/A 

String. 

Length: 1 to 255 characters 

Case insensitive 

N/A 

 

PKEY/PKEYCapabilities 
This table contains supported PKEY algorithm information 

XML structure 
<PKEY> 

  <PKEYCapabilities> 

    <PKEYCapability> 

      <AlgID></AlgID> 

      <AlgName></AlgName> 

      <MinLength></MinLength> 

      <MaxLength></MaxLength> 

      <DefaultLength></DefaultLength> 

      <ExportFormatIDList> 

        <IDItem></IDItem> 

</ExportFormatIDList> 

    </PKEYCapability> 

  </PKEYCapabilities> 

</PKEY> 
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Table description 

Item Description 

Feature name PKEY 

Table name PKEYCapabilities 

Table type Multi-instance table 

Row name PKEYCapability 

Restrictions None. 
 

Columns 

Column name Column 
description 

Column 
type 

Data type and 
restrictions Remarks 

AlgID 
Identity of 
algorithm Index 

Unsigned integer. 

Value range: 1 to 2^32-1. 
N/A 

AlgName 
Name of 
algorithm N/A 

String. 

Length: 1 to 255 characters. 

Case insensitive. 

The name of 
supported 
algorithm 

MinLength 
Minimal length of 
supported 
algorithm  

N/A Unsigned integer. N/A 

MaxLength 
Maximal length of 
supported 
algorithm  

N/A Unsigned integer. N/A 

DefaultLength 
Default length of 
supported 
algorithm  

N/A Unsigned integer. N/A 

ExportFormatList 
Supported export 
SSH format list 

Data 
structure 

Members include: 

• IDItem. 
N/A 

IDItem 
Identity of SSH 
format N/A 

Unsigned integer. 

Value range: 1 to 2^32-1 

Contains up to 3 
IDItem in 
ExportFormatList. 
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